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Hadoop cloud platform user dynamic access control model

YANG Hong-yu, MENG Ling-xian
( School of Computer Science and Technology, Civil Aviation University of China, Tianjin 300300, China)

Abstract: In order to solve the problem that Hadoop cloud platform could not dynamically control user access request, a
Hadoop cloud dynamic access control model based on user behavior assessment (DACUBA) was proposed. The model
first collected the user instruction sequence in real time and the user behavior contour was obtained by parallel command
sequence learning (PCSL). Then the global K model was established by using the forward profile, the subsequent se-
quence was classified and the classification results were evaluated. The evaluation results were combined with the im-
proved Hadoop access control mechanism to make the cloud platform users’ access rights change dynamically with their

own behaviors. Experimental results demonstrate that the model algorithm is effective and the dynamic access control

mechanism is feasible.
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user3@nodel: /home/hadoop-1.2# . /bin/hadoop fs -cat ./test_in/test.txt

hadoop:Your comprehensive evaluation value is too low,Please contact the administrator

user3@node1: /home/hadoop-1.2¢

user3@nodel: /home/hadoop-1.2# . /bin/hadoop jar hadoop-examples-1.2.1.jar wordcount test_in test_out
hadoop:Your comprehensive evaluation value is too low,Please contact the administrator
user3@nodet: /home /hadoop-1.24]

(a) A ATERIEYT RSN

09:41:00,508 INFO org.apache.hadoop.hdfs.StateChange: Removing leas
oop-1.2/mapred/system/jobtracker.info from client DFSClient_NONMAPREDUCE_-2033573953_1
2016-05-29 09:41:00,508 INFO org.apache.hadoop.hdfs.StateChange: DIR* completeFile: [opt/had
oop-1.2/mapred/system/jobtracker.info is closed by DFSClient_NONMAPREDUCE_-2033573953_1
2016-05-29 ©9:41:02,854 INFO org.apache.hadoop.hdfs.StateChange: BLOCK* ask 10.1.80.242:5001
0 to delete blk_1226714346986192493_1090

2016-05-29 09:41:05,855 INFO org.apache.hadoop.hdfs.StateChange: BLOCK* ask 10.1.80.240:5001
0 to delete blk_1226714346986192493_1090

2016-05-29 09:41:05,857 INFO org.apache.hadoop.hdfs.StateChange: BLOCK* ask 10.1.80.241:5001
0 to delete blk 1226714346986192493 1090

2016-05-29 09:50:34,657 INFO org.apache.hadoop.accessmanger: The user(uid:1006) Comprehensiv
le_evaluation value is too low!!! T=4.350

(b) log LA Ll
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s RNTEEE N 0.1 MB/s (Z24 1 000 AN 7 [+
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f\] HDFS 5. 5 #4E A1 MapReduce WordCount #1f
M. ARG, {EAHFPRESY, 78)5 Hadoop &
EHATHRE IR A . 2 AN ERVERER X EL
R WER 3 PR

x3 FERHER AT L
Fh A A /(MB-s )

HDFS i 41.426

J& Hadoop V& HDFS 5 20.562
MapReduce WordCount 0.415

N HDFS % 39.859
ﬁﬁagi)ilfg HDFS 5 19.632
MapReduce WordCount 0.393

f1#% 3 040, 5 i Hadoop V& #H Lk, DACUBA
RS HDFS 52 5 #:4E & MapReduce #1133 &
RN, BRI B a2 .

5 ZERiE

£ X Hadoop 25 FH 7 122 4 Bl v) 7, A
SRR T H AT R PR 1R B2 U7 1] 48 AR
A (DACUBA). ZA R840 F P $8 247 0 7

2017142-8



%9

W% 5% : Hadoop =T+ & FH /' 825 Vs il 44 B AL ©17-

B, P REAT SN IAT O IR AN VAL, B2
Moz I X Hadoop ~F S I MRS K . SR 4h
FAEW, B K47 O 73 ST I AE R A e HLUEAY
JHEBONE B, INRIAPERETT A D, AR T ]
PR SR R % A1 R0 5 A7 D PR S 45 5 S D
= &R

S K-

[1] FliFEfE. Hadoop SEfk[M]. dbst: HUBR ML HRAL, 2012,

LU J H. Hadoop in action[M]. Beijing: China Machine Press, 2012.

[2] GUPTA C, SINHA R, ZHANG Y. Eagle: user profile-based anomaly
detection for securing Hadoop clusters[C]//IEEE International Confe-
rence on Big Data. 2015:1336-1343.

[3] TAN Z, TANG Z, LI R, et al. Research on trust-based access control
model in cloud computing[C]//Information Technology and Artificial
Intelligence Conference. 2011:339-344.

[4] JING X, LIU Z, LI S, et al. A cloud-user behavior assessment based
dynamic access control model[J]. International Journal of System As-
surance Engineering & Management, 2015, 22(12): 1-10.

[S] ZBURIVSKY D. Hadoop #5243 [M]. dbat: AU LMV HikiAt,
2014.

ZBURIVSKY D. Hadoop cluster deployment, securing Hadoop[M].
Beiing: China Machine Press, 2014.

[6] JAIGANESH M, AARTHI M, KUMAR AV A. Fuzzy ART-based user
behavior trust in cloud computing[J]. Advances in Intelligent Systems
& Computing, 2015, 324:341-348.

[77 CHUA S L, MARSLAND S, GUESGEN H W. Unsupervised learning
of patterns in data streams using compression and edit dis-
tance[C]//The International Joint Conference on Artificial Intelligence.
2011:1231-1236.

[8] KRANEN P, KREMER H, JANSEN T, et al. Stream data mining using
the MOA framework[C]//International Conference on Database Sys-
tems for Advanced Applications. 2012:309-313.

[9] EWr, xolfh, PR, ZETWE)E OB RFID A RSPy i

AR YN ]. LTSRS 244, 2013, 36(5):30-35.

WANG X,YUAN C W, HUANG C. Scalable and self-synchronizable
RFID ownership transfer protocol based on the sliding window me-
chanism[J]. Journal of Beijing University of Posts and Telecommuni-
cations, 2013, 36(5):30-35.

[10] MAXION R A, TOWNSEND T N. Masquerade detection using trun-
cated command lines[C]//International Conference on Dependable Systems
and Networks. 2002:219-228.

[11] TIAN X G, DUAN M Y, LI W F, et al. Anomaly detection of user
behavior based on shell commands and homogeneous Markov
chains[J]. Chinese Journal of Electronics, 2007, 17(2):231-236.

[12] 4588, HF, M85, JT Shell iy FIILASEFE R H 470 57t

SR, THENUERI R, 2012, 49(9):1982-1990.
LI C, TIAN X G, XIAO X, et al. Anomaly detection of user behavior
based on shell commands and commands and co-occurrence matrix[J].
Journal of Computer Research and Development, 2012, 49(9):
1982-1990.

TEZ BN
BMEF (1969-) , %, HHEKEFEAN,
WL, P E RGOS ER, FEEHTTM
HIM GG B4

LI (1990-) , H, WERIETA,
o RO S L, FES S
'\iézéo

2017142-9



	02-160812-YHY

